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Protecting Mobile Privacy in a Hyper-local World

Introduction:
Mobile devices have transformed the Internet experience, in the U.S., EU, and globally.
Consumers increasingly rely on their mobile phones and tablets to help them make
decisions about goods and services—including financial, health, and other highly
personal products. So-called “smart” phones and other “mobile Web” devices provide
access to the Internet while consumers are “on the go,” including providing real-time
location information. Leading online marketing companies, along with major banks,
pharmaceutical companies, and retail establishments, have established mobile sites
specifically formatted for the small screen.1 More than 17 billion downloads of
applications (“apps”)—developed for mobile phones and for larger screen devices—
occurred last year.2 Smart phones are now undergoing an additional transformation,
becoming a key payment medium in their new role as “mobile wallets”.
However, the convenience and utility of mobile phone communications raise key privacy
concerns. Locational, transaction, Web browsing, and communications data are
collected by network operators and online service providers (including digital marketers,
social networks, and app developers, for example). Mobile commercial apps have also
been purposely structured to capture information from consumers, including practices
involving Online Behavioural Advertising (OBA)3. Today, a consumer can be continually
tracked throughout their daily journey, as data on their location, mobile web use and
connections to their social networks is continually compiled and monitored.
Recommendations:
TACD

resolves

that

EU

and

U.S.

governments

should:

1. Ensure that data protection legislation addresses the privacy of mobile Web
consumers, and that limits how data can be collected and used, including the
2. principles of transparency, data minimization, purpose limitation, limitation of data
retention periods and data security.
3. Initiate formal reviews by the appropriate consumer protection authorities to
ensure that commercial mobile services, including apps, are treating consumers
fairly.
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4. Ensure meaningful participation by independent NGO representatives on key
mobile standards bodies and committees that determine how consumers are
treated.
5. Ensure that consumers aren‟t unfairly encouraged to provide data to mobile
marketers.
6. Assess the impact of industry consolidation on the privacy of consumers,
especially as leading online marketing firms (such as Google) develop alliances
with major financial institutions and telecommunications carriers.
7. Ensure that targeting is transparent and not used to discriminate based on such
issues as income, race, or ethnicity.
8. Promote the highest standards in consumer protection for the emerging mobile
payment system, including so-called “mobile wallets”.
9. See that consumers and community organizations can participate in and approve
the design and use of micro-locational targeting mobile services, such as GeoFences.
10. Encourage the design of mobile services that provide consumers with
transparent control of how data is collected and used by operators, ad networks,
and application developers. E.g., mobile devices should provide privacy by
default to minimize the collected data to the necessary.
11. Ensure that mobile consumers have meaningful and specific opt-in control of
their mobile data, including how location and other sensor data are used.
12. Ensure that consumers are provided with prior meaningful information how data
is collected and used by operators, ad networks, and application developers.
13. Ensure that consumers are provided with contact information of the responsible
parties, their contact persons and the data protection authorities for cases of data
mishap.
14. Ensure that user‟s individual security settings maintain after software updates.
15. Investigate and address the role of real-time ad exchanges that track, target and
sell access to mobile device consumers without their consent.
16. Ensure that controllers of geolocation infrastructure, providers of geolocation
applications and services and developers of operating systems of smart mobile
devices comply with data protection and privacy laws when processing personal
data.
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Background:
The phenomenal growth of mobile devices—with 1.545 billion handsets sold worldwide
in 2011—is ushering in a new era for consumers, businesses, and government. EU and
U.S consumers are relying on their mobile devices to engage in all forms of services. 4
Mobile-based payments are predicted to reach $670 billion in 2015, more than triple
current levels.5 Advertising expenditures for mobile devices are also growing at an
impressive rate, with EU spending doubling from 2009-2010 to €710 million. In the US,
mobile ad revenues were $1.45 billion last year.6
Today, mobile phones are poised to become leading personal payments systems,
potentially supplanting credit and banking cards. Consumers search on their mobile
phones to make key decisions—about travel, banking, entertainment and shopping.
However, few consumers are aware—or can the control—how their information is
collected and used by marketers and other commercial entities who are part of the
“mobile marketing ecosystem,” as they call it.7
Increasingly, consumers confront a largely invisible geographic landscape that has been
purposefully configured both to collect data and to target them while they use mobile
devices. A consumer‟s neighborhood or shopping district may be digitally carved up into
so-called “Geo-Fences.” These are discrete micro-neighborhoods that permit marketers
to target mobile users with distinct offers based on their specific location.8 Marketers
have developed a new approach to targeting consumers wherever they are, relying
especially on mobile phones to encourage the repeated buying of products—the socalled the “Path to Purchase.” As consumers use mobile devices to search for products
download coupons, or check the price of an item, they can become part of a perpetual
marketing campaign that encourages further expenditures and product loyalty.9
The growth of near-field communications, a technology that makes possible “Google
Wallet” and similar mobile phone-based payment systems, illustrates the changes now
underway as a consequence of mobile devices.10 Consumers will be able to have their
phones serve as the mediums for transactions such as retail and bill payments, fund
transfers, and even paying taxes or tolls. Consumers will use some $43 billion in mobile
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coupons worldwide in 2016, according to industry estimates.11 Mobile banking is also
growing in importance, as consumers increasingly rely on their devices for transactions
that previously were conducted in-person or through a personal computer.12 Banks and
other financial institutions are taking advantage of this trend by allowing third parties to
target their customers with marketing for other products and services.13
Mobile advertising and marketing enables “anytime/anywhere” targeting of individual
consumers. Hundreds of billions of mobile ad impressions are already delivered to
phones and tablets.14 Industry studies show that consumers consider smart phones to
be an “integral part” of their daily lives, and an “indispensable shopping tool.”15 But few
consumers understand that mobile devices contain unique identifiers (i.e., device
identification numbers), that enable mobile carriers to track how subscribers use their
phones. Carriers also use other technologies to monitor mobile phone use by a
consumer, in order to analyze their browsing and app behaviors.16 Mobile marketers
have created a set of practices designed to further drive data collection, through the
development of Web formats that can trigger various forms of opt-ins.17 Mobile
advertising also uses techniques associated with OBA.18 Consumers may be unaware
that the layout of webpages and advertisements on the mobile phone screen has been
purposefully designed to attract attention to the ads and the data collection process.
Manufacturers use A/B testing, eye-tracking, and specialized interactive ad formats to
determine where is the best place to place an ad, so that it will grab attention and, trigger
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consumer action, and move mobile consumers through the “purchasing funnel.”19
Furthermore, in the future the advertising industry wants to use sensor data (like sound,
temperature, humidity, light, or air composition), to provide advertising based on
environmental conditions.20
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